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1. INTRODUCTION

11

12.

13.

14.

Ford Motor Company of Southern Africa (Pty) Limited (“Ford”, “we”, “our”and “us”) is committed to res ponsible privacy
practices and to complying with the Privacy Principles contained in the Protection of Personal Information Act 2013
(“POPI”). Where applicable, Ford will handle personal information relyingon therelated bodies corporate exemption and
the employee records exemption in the POPland any otherapplicable exemptionsin the POPI or other legislation.

In this FordPass Privacy Policy, “personal information” has the meaning set out in the POPI. Essentially, personal
information is information oran opinion aboutan identifiable individual.

ThroughtheFordPass App (“App”), Ford collects your personal information. This Ford Pass Privacy Policy will help you
understand what personal information we collect throughthe App and fromthe vehicle(s) you connectto it, why we collect
it and what we do with it. It also explains yourrights and how you cancontactus with any requestor concerns.

We may change our FordPass Privacy Policy fromtime to time at our discretion. At any time, the latest version of our
FordPass Privacy Policy is available here. The FordPass Privacy Policy is also available in FordPass in your account
information.

2. INFORMATION WE COLLECT

2.1.

We collect the following types of information through your use of FordPass or third-party services that integrate with
FordPass, which we also may combine with other information we hold about you:

AccountManagement Information: You provide informationaboutyourself whenfilling in forms in the App, forexample
when you download the App, create an account or use any of the services offered through the App (“Services™). The
information you provide may include your name, email address, street address, telephone number, and Vehicle
Identification Number (“VIN”). You must set up an account to use FordPass. We may also collect mobile device
information, such as software or operating system version, unique device identifiers, IP address and mobile network
information. We process and use this datato create and manage your account, to provide you with the Services, and as
otherwise described in this Policy. We may combine this data with other info rmation you have previously providedto us
(not only throughthe App), or that we have collected frompublic sources or third-party service providers, in order toensure
your information is kept up-to-date.

Service-related data: Depending on the Services you use, we may collect and usethe following information:

Find: We collect the address and any other information you provide in the App. Precise location information is collected

fromyour mobile device in connectionwith location-based functions of FordPass. If your vehicle has an embedded modem

device and youaccess your vehicle using the App, or if you have a SYNC 3 (or later) enabled vehicle and you connect the

App to your vehicle using AppLink, location information will also be collected from your vehicle in connection with

location-based functions of FordPass. Location information collected from your mobile device and/or vehicle(s) includes
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Global Positioning System (GPS) data and location derived fromIP address. This information can be used to determine your
device orvehicle’s current location, travel direction, and speed. If youhave enabled location services on your mobile device,
this data may be collected whenthe Appis running in the foreground or background. Wemay also derive your approximate
location fromother device data suchas Wi-Fiaccess points, mobile towers, and your IP address, whether location services
are on orturned off, throughthe permission systemused by your mobile operating system. We process and usethis data to
provide you with the Services and as otherwise described in this Policy. This includes showing you nearby fuel,
transportation options, points of interest, parking, and Ford dealers, and providing you with relevantdirections.

Move: We collectthe information you provide throughthe App, together with information aboutthe vehicle(s) you connect
to the App (see the section'Vehicle data' below) in order to provide youwith the Services andas otherwise described in this
Policy. For example, we use VIN and mileage information in order to allow you to connect with your Ford dealer and
schedule services, and your vehicle data to allowyouto check the status of your vehicle.

Guides: If you contact a Ford Guide or communicate with themthrough live chat, we collectinformation about your contact
with the Ford Guide including calls, emails, messages and live chat. We process and use this data for quality and training
purposes, to provide you with the Servicesandas otherwise described in this Policy. Ford Guides willbe able to view your
recent useofthe Appsothatthey canbetterassist you.

e \ehicle data: You may give us information about your vehicle by filling in forms in the App. This includes VIN,
registrationnumber and mileage information. With your consent, we collect and use the GPS geo-location of your
mobile device and vehicle(s) you connectto the App (either viaembedded modemin the vehicle or by connecting
a SYNC 3 (or later) enabled vehicle via AppLink). We may also collect information about the vehicle(s) you
connecttothe App, suchas the VIN, hardware modeland part numbers, status of vehicle systems (e.g., fluid levek,
tyre pressure), status and diagnostics of vehicle systems, odometer, other information about how the vehick is
performing, and driving characteristics, such as speed, use of accelerator, brakes, steering, seat belts, and other
similar information about howthe vehicle is used. We process and use this data to provide you with the Services,
and as otherwisedescribed in this Policy.

e Use Profiles: We collect information about how you use FordPass or third-party services that integrate with
FordPass, such as when and for how long you use features and when you contact us, a record of your
communication.

e Technicalinformationaboutyouandyourdevice: Each time you use the App, it may automatically access fromor
store to your device technical information including mobile device information, such as software or operating
systemversion, unique device identifiers, IP address and mobile network information, preference settings and
details of youruse ofthe App andthe Services that you access.

e Tracking technologies: FordPass may also use tracking technologies that collect information about how FordPass
is used and how it is performing including if it crashes, and whichmay be able to be connected across devices and
overtime. Thesemay include cookies (small files that are stored onyour computer or device), pixels or web beacons
(small pieces of code placed on web pages and content that communicate when the page or content has been
viewed), log data (logs created that include IP address, date and time of activity, and the website or location that
referred you to FordPass), or third-party analytics tools, such as Adobe Analyticsand DynaTrace). Some of these
technologies canbe limited or deactivated through your browser or device settings, butsome cannot. FordPass does
not respond to “Do-Not-Track” requests. Thisdoes nototherwise limit your ability to use existing functionality of
your browser, mobile device or social media accounts to opt-out of Interest-Based Advertising (see
clauses 9.5and 9.6below for further details).



2.2.

In addition to the types of personal information identified above, Ford may collect personal information as otherwise

permitted or required by law.

3. HOW WE USE INFORMATION WE COLLECT

3.1

3.2

3.3.

3.4.

3.5.

3.6.

We may use ordisclose your personal information:

e forthe purposes forwhich we collected it (and related purposes which would be reasonably expected by you);
e forotherpurposesto which youhaveconsented; and

e asotherwisepermitted or required by law.

We use the personal information we collect about you through the App and from the vehicle(s) that you connect to it to
provide youwith the Services, including those described above.

Wealso use it for other legitimate purposes, suchas to:

e provide youwith App functionality andservices;

e allow youto control certain vehicle features;

e fulfil yourrequests and deal with your enquiries;

e manage and improve our business and our relationship with you;

e assess the quality of the services we and dealers provide, and the services our suppliers provide to us or on our
behalf;

e personalize your FordPass experience;

e troubleshoot problems;

e conductresearchand developnewandimproved products, services, and business and marketing strategies;

e comply with legal requirements or requests frompublic authorities;

e protect ordefend ouroranother's rights or property;

e protectindividuals'personal safety; and

e detect, prevent, or otherwise address fraud, security, safety, or privacy issues.
We may also use anddisclose your personal information for the purpose of direct marketing to you where:

e youhave consented to usdoingso;and
e itis otherwisepermitted by law.

Direct marketing involves communicating directly with you for the purpose of promoting goods or services to youand to
provide you with special offers fromFord or its Dealers. Direct marketing can be delivered by a range of methods including
mail, telephone, email, SMSand in-App push notifications. You can update your FordPass marketing contact preferences
atany time via the 'Marketing Options' section ofthe App.

We would also like to make sure the communications we sendyouand our interactions with youare as relevant to youas
possible. As a result, from time to time, we may use information about you collected from public sources (e.g. online
resources) and from third parties (such as our service providers, like web hosting providers, analytics providers, or
advertising services) to help us determine what Ford products and services you might be interested in. For example,
analytics providers and advertising services may analyse the information they collect fromonline and other sources to
provide us with information aboutyour demographics and interests — such as inferences about your age rangeand the types
of products or services that may interest you. We may then send you information about those products and services in



3.7.

accordance with your contact preferences. Our customer relationship centre may also use the information we hold about

you if you contact themwith a questionor query.

We may use and share non-personal, anonymous, de-identified and/or aggregated information forany purpose.

4. WHAT HAPPENS IF YOU DON'T PROVIDE PERSONAL INFORMATION?

4.1.

4.2.

43.

Generally, you have noobligationto provide any personal information requested by us. However, if you choose to withhold
requested personal information, we may not be able to provide you with the products and services that depend on the

collection ofthat information.

To create a FordPassaccount, you will need to provide your email address, first name and lastname. Ifyou donotprovide
this information, youwill not be able to create a FordPass accountand will not be able to access or use FordPass.

Certain features of FordPass require us to know your location or collect additional types of data (including personal
information), as described in this Privacy Policy. Ifwe do not collect this additional data, we are unable to providethese
features toyou. Ifyou chooseto enable these features, youagree thatwe may collect and usethis dataas described in this
Privacy Policy and the notices providedto you within the FordPass App.

5. TO WHOM DO WE DISCLOSE PERSONAL INFORMATION?

5.1

5.2.

We may disclose your personal information obtained through the App and from the vehicle(s) you connect to it in

connectionwith the purposes described in this Privacy Policy.
This may include disclosing your personal informationto the following types of third parties:

e Dealers;

e ourrelated companies;

e companiesorotherorganisations thatwe haveengaged to provideservices for, orin connectionwith, us (including
mailing vendors, marketing agencies, roadside assistance providers, analytics providers, event hosting services,
website and data hosting providers and other information technology providers, for trend analysis, for market
research, for promotions and for the provision of statistical sales information to industry bodies);

e ourFordPasspartnersandother third-party services that integrate with FordPass. Forexample:

to provide youwith updated and personalized location search results through your SYNC 3 (or later) in-vehicle systemthat
you have connected to FordPass, we use cloud-based location services provided by Telenav, Inc. (“Telenav’). To provide
these services, Telenav obtains certain information, including: a unique user ID assigned by Ford, your current GPS location
and planned route and/or destination information fromyour SYNC 3 in-vehicle system, your address or point of interest
search requests and search results selections, information aboutyour use ofthe location search service, its performance, and
yourrelated actions andselections. Telenavmay use this informationto provide, improve, and enhance these products and
services, and may store such information forup to two (2) years. By using locationsearch services, you agree that we can
disclose this information to Telenav for its use for these purposes. Telenav’s privacy policy is available

at: https:/Mmww.telenav.com/legal/policies-privacy-policy

We share yourlocation, direction and speed in pseudonymous formwith HERE, our real-time traffic information provider.
HERE's privacy policy is available at: http://here.com/privacy/privacy-policy/


https://www.telenav.com/legal/policies-privacy-policy
https://www.telenav.com/legal/policies-privacy-policy
http://here.com/privacy/privacy-policy/
http://here.com/privacy/privacy-policy/

53.

5.4.

5.5.

e companies who may use your personal information in order to tailor electronic advertising to you (e.g. on a
webpage) in relation to our products and services;

e ouraccountants, insurers, lawyers, auditors and other professional advisers;

e any third partiesto whomyouhave directed or permitted us to disclose your personal information;

e intheunlikely eventthatwe orourassets may be acquired or considered foracquisition by a third party, that third
party and its advisors;

e third parties that require the information for law enforcement or to prevent a serious threatto public safety; and

e otherwise as permitted or required by law.

Where we disclose your personal informationto third parties we will us e reasonable commercial efforts toensure thatsuch
third parties only use your personal information as reasonably required for the purpose we disclosed it to themand in a
manner consistent with the processing conditions in terms of the Protection of Pers onal Information Act, 2013 (“POPI”),
, €.0. by (where commercially practical) including suitable privacy and confidentiality clauses in our agreement with a third
party service providerto which we disclose your personal information.

If you post information to certain public parts of our website or to our social media pages, you acknowledge that such
information may be available to be viewed by the public. You should use discretion in deciding what information you

upload to suchsites.

Your personal information willnot be “sold” by Ford to any other organisation for that organisation's unrelated independent
use. If you have opted in to receive marketing materials from Ford, we may share anonymised “hashed” data with social
media advertising partners, suchas Facebook, sothat they can create Custom Audiences and deliver advertisements on our
behalf to their members. Members are identifiable when the social media partner matches our anonymised data to its
anonymised dataofits users.

6. DOES PERSONAL INFORMATION LEAVE SOUTH AFRICA?

6.1.

6.2.

Some of the third parties to whom we disclose personal information are located outside South Africa. For example, we

disclosepersonal information to our related companies overseas and to our overseas service providers.

The countries in which these third parties are located willdepend on the circumstances. In the ordinary course of business,
we commonly disclose personal informationto parties located in the United States, India and China (where our Ford group
data and business centres are located). Except where an exception applies under POPI, we will take reasonable steps to

ensure that such overseas recipients do notbreach the processing conditions under POPI in relation to such information.

7. HOW DO WE STORE AND PROTECT PERSONAL INFORMATION?

7.1

Certain types of datathat are collected and generated through your use of the App are stored internally on your mobile
device, while other types of data are stored externally on Ford's data processing infrastructure (which is used by Ford to
provide certain features of the App).

e bBxamples of data stored internally on your mobile device include: your country selection, your personal
identification number (“PIN”’) and any photograph uploaded by you.

e Bxamples of datastored externally on Ford's dataprocessing infrastructure include: your name, email address, street
address, telephonenumber, VIN and your marketing preferences.



7.2.

Ford will take reasonable stepsto keepany personal information we hold about you secure. However, except to the extent
liability cannotbe excluded due to the operation of statute, we exclude all liability (including in negligence) for the
consequences of any unauthorised access to, disclosure of, misuse of or loss or corruption of your personal information.
Nothing in this Privacy Policy restricts, excludes or modifies or purports to restrict, exclude or modify any statutory
consumerrightsunderany applicable law. Please notify us immediately if you become aware ofany breach of security.

8. 1S THE PERSONAL INFORMATION WE HOLD ACCURATE?

8.1.

8.2.

8.3.

We endeavour to maintain your personal information as accurately as reasonably possible. We rely on the accuracy of
personal information as provided to us bothdirectly (fromyou) and indirectly (e.g. froma Dealer).

The App allows youto updateyour profile informationand other details (such as your registered vehicles). We rely on all
users ofthe Appto keep theirdetails upto date using this functionof the App.

If you are having problems with updating your information, we encourage you to contact us if the personal information we
hold about you is incorrect or to notify us of a change in your personal information. Our contact details are set out in
section 12 of this Privacy Policy.

9. LINKS, COOKIES AND USE OF FORDPASS

9.1

9.2

9.3.

9.4.

9.5.

9.6.

FordPass may integrate with or contain links to other apps or websites which are outside of our controland are not covered
by this Privacy Policy. This Privacy Policy applies to FordPass and not any linked sites. Ifyou access other sites using the
links provided in FordPass, the operators of those other sites may collectinformation fromyou. We encourage youto read

the privacy policies of each site that collects your personal information.

Ford and its third party serviceprovidersand/ oradvertising partners useweb trackingand storage technology took such
as web beacons, cookies, pixel tags and java code on Ford websites and in emails you have agreed to receive fromus to
collect orreceive information regarding your activities onthe site (e.g. your IP address, page(s) visited, time of day). The
use of such technology is an industry standard and helps monitor the effectiveness of advertising and how visitors use
websites. If selected by you, the Ford websites will store your username and password in a cookie to enable you to be

automatically loggedin when youreturn.

We, our third-party service providers and / or advertising partners use this technology to generate statistics and measure
site activity to improve the usefulness of customer visits.

Each time you access Ford websites, Ford and its third-party service providers and / or advertising partners may deliver
certain customised information, including ads, to you based on the data stored in your cookie. Third party advertising
partners may show ouradson sites on the Internet and serve these ads based on information they collected abouta user’s
prior visits to our website and other Internet activity. Ford may also use analytics data supplied by third party vendors to
informand optimise ourad campaigns. This practice is commonly referred to as "interest-based advertising".

Opting out of Interest-Based Advertising: You may learn abouthow to opt-out of this kind of collection and use of
information foryourbrowser ordevice by managingyour settings, and for your social media accounts by managing your
preferences in youraccount settings.

Opting out from specific advertisers: Facebook: To learn more about how to opt out of Facebook Interest-Based
Advertising, go to the Privacy tab onthe Faceb ook website footer, and then select Facebook Ads Controls.



9.7.

Throughthe FordPass App, we use your mobile device’s unique identifierand trackingand storage technology tools such
as cookies, to help provide App functionality, understand how the Appis used and personalise your experience. With your
consent, we may also use this data to personalise the App advertising you receive. You can provide or withdraw your

consent foradvertising personalisationat any time through the FordPass “Managemy data” page.

10.HOW YOU CAN ACCESS AND CORRECT PERSONAL INFORMATION WE HOLD ABOUT YOU

10.1.

10.2.

10.3.

You may seekaccessto personalinformation which Ford holds about you by contacting us as described in section 12 of
this Privacy Policy. We will provide access to that information in accordance with the POPI, subject to certain exemptions
which may apply. We may require that the person requesting access provide suitable identificationand where permitted by
law we may charge an administration fee for grantingaccess to your personal information.

If you become aware thatany personal informationwe holdabout you is incorrector if youwish to update your information,
you can either update your details using the App or contact Ford to request the correction or update to your information
(see section 120fthis Privacy Policy).

If you wish to access, correct or update personal information held by a Dealer or any of our FordPass partners, or
unsubscribe fromany communications fromthe Dealer or FordPass partner, please contactthat Dealer or FordPass partner
directly.

11. QUERIES, COMMENTS AND COMPLAINTS ABOUT OUR HANDLING OF PERSONAL INFORMATION

11.1.

11.2.

11.3.

11.4.

If you haveany questions, concerns or complaints aboutour collection, use or disclosure of personal information, or if you
believe that we have not complied with this Privacy Policy or POPI, please contact us (see section 12 of this Privacy
Policy).

When contacting us please provide as much detail as possible in relation to your question, concernor complaint.

Ford will take any privacy complaint seriously and any complaintwill be assessed by an appropriate personwith the aim
of resolving any issue in a timely and efficient manner. We request that you cooperate with us during this process and
provide us with any relevantinformation thatwe may need.

If you are not satisfied with the outcome of our assessment of your complaint, you may wish to contact the Information
Regulatorat https://justice.gov.za/inforeg/..

12. CONTACT DETAILS

12.1.

Please addressall privacy complaints to:

Attention: Information Officer

Ford Motor Company of Southern Africa (Manufacturing) (Pty) Limited
Simon Vermooten Street

Silverton, Pretoria

OR

gfordpas@ford.comor guidesafrica@ford.com
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mailto:guidesafrica@ford.com

12.2.  If youwish toseekaccessto orcorrect orupdate any personal information we hold about you, or to unsubscribe fromor
change your contact preferences in relation to our direct marketing, y ou canalso contact us as follows:

e phone the Ford Customer Relationship Centre on 0860 011 022 within South Africa or +27 12 843 5819 from
outsideof South Africa

e email us at gfordpas@ford.comor guidesafrica@ford.com.
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